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BUSINESS ASSOCIATE AND CHAIN OF TRUST AGREEMENT

THIS BUSINESS ASSOCIATE AND CHAIN OF TRUST AGREEMENT is made this
__________ day of __________________ , 20______ ,    by and between the 
Covered Entity: _____________________________________

and Business Associate: CBK Services, Inc. 322 2nd Avenue West Suite C Kalispell, MT 59901.

 WITNESSETH: 

 WHEREAS, The above named Covered Entity is subject to federal privacy rules promulgated under the Health Insurance Portability and Accountability Act of 1996 ("HIPAA "); and 

 WHEREAS, Business Associate provides services for Covered Entity that require the use, disclosure, or creation of Protected Health Information; and 

WHEREAS, Covered Entity and Business Associate are committed to complying with the Privacy Regulations and desire to set forth the rights and responsibilities of the parties with respect to Protected Health Information; 

NOW THEREFORE, in consideration of the mutual promises and covenants contained herein,

the sufficiency of which is hereby acknowledged by the parties, the parties agree as follows: 

1. DEFINITIONS 

1.1 "Designated Record Set" means a group of records containing Protected Health Information maintained by or for Covered Entity which fall within one of the following categories: (a) a health care provider's medical and billing records; (b) a health plan's enrollment, payment, claims adjudication and case management records; or (c) records used in whole or in part by Covered Entity to make decisions about the individuals to whom the information relates. 

1.2 "Health Information" means any information, whether oral or recorded in any form or medium, that is created or received by a health care provider, health plan, public health authority, employer, life insurer, school, university, or health care clearinghouse and relates to (a) the past, present or future physical or mental health or condition of an individual, (b) the provision of health care to an individual, or (c) the past, present or future payment for the 

provision of health care to an individual. 

1.3 "Individual" means the person who is the subject of Protected Health Information and shall include a person who qualifies as a personal representative in accordance with 45 C.F.R. § 164.502(g). 

 1.4 "Protected Health Information" (“PHI”) means Health Information that clearly identifies an individual or with respect to which there is a reasonable basis to believe that the Health Information can be used to identify the individual to which it relates. 

1.5 "Privacy Regulations" mean the Standards for Privacy of Protected Health Information promulgated by the U.S. Department of Health and Human Services at 45 C.F.R. part 160 and part 164, and includes any amendments and additions thereto as may be enacted from time to time. 

1.6 "Required By Law" means a mandate contained in law that compels the  Covered Entity to use or disclose PHI that is enforceable in a court of law, including, but not limited to, court orders, subpoenas, summonses, court-ordered warrants and statutes and regulations that require such information if payment is sought under a government health care program. 

1.7 "Security Regulations" means the Final Rule for Security and Electronic Signature Standards when issued by the U.S. Department of Health and Human Services, which regulations were proposed at 63 Fed. Reg. 43242 (August 12, 1998). 

1.8 "Disclosure" means the release, transfer, provision of access to, or divulging in any other manner of information outside the entity holding the information. 

1.9 All other terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in 45 C.F.R. § 160.103 and 164.501. 

2. SERVICES PERFORMED BY BUSINESS ASSOCIATE 

2.1 Business Associate performs functions or activities on behalf of Covered Entity in the following areas 
(check all that apply): 

[     ] Collection Services
[     ] PreCollection Services

[   ] Billing Svcs

[     ] legal 


[     ] accounting 


[   ] other

2.2 Specifically, Business Associate performs the following functions or activities: third party collection agency.
3. OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE 

3.1 Business Associate agrees not to use or further disclose PHI other than as permitted or required by the Agreement or as Required By Law. 

3.2 Business Associate agrees to use appropriate safeguards to prevent use or disclosure of the PHI other than as provided for by this Agreement. 

3.3 Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to Business Associate of a use or disclosure PHI by Business Associate in violation of the requirements of this Agreement. 

3.4 Business Associate agrees to report to Covered Entity any use or disclosure of the PHI not provided for by this Agreement of which Business Associate becomes aware. 

3.5 Business Associate agrees to ensure that any agent or subcontractor to whom it provides PHI received from, or created or received by Business Associate on behalf of Covered Entity agrees to the same restrictions and conditions that apply to Business Associate through this Agreement with respect to such information.
3.6 At the request of Covered Entity, Business Associate agrees to provide the Covered Entity access to PHI in a Designated Record Set, in the time and manner designated by Covered Entity. Similarly, Business Associates shall provide access to PHI to an Individual, as directed by Covered Entity, in order to meet the requirements under 45 C.F.R. § 164.524 concerning access of Individuals to PHI. If Covered Entity receives a request for access, 

inspection or amendment to PHI which is in Business Associate's custody, Covered Entity shall notify Business Associate of the request within three (3) business days of receiving the request. 

3.7 Business Associate agrees to make any amendment(s) to PHI in a Designated Record Set that Covered Entity directs or agrees to pursuant to 45 C.F.R. § 164.526 at the request of Covered Entity or an Individual, and in the time and manner designated by Covered Entity. Such amendment shall be made by addition to the PHI record, and under no circumstances shall PHI be deleted as part of the amendment process. 

3.8 Business Associate shall provide Covered Entity with access to and copies of internal practices, books, and records relating to the use and disclosure of PHI received from, or created or received by Business Associate on behalf of Covered Entity. In addition, at the request of Covered Entity, Business Associate shall make such information available to the Secretary of the Department of Health and Human Services, in a time and manner designated by Covered Entity or the Secretary, for purposes of the Secretary's review of Covered Entity's compliance 

with the Privacy Regulations. 

3.9 Business Associate shall document all disclosures of PHI in a record maintenance form which shall include: (a) the date of the disclosure; (b) the name of the person or entity who received the disclosure; (c) a description of the PHI disclosed, and (d) a brief statement of the purpose of the disclosure or a copy of the consent to the disclosure signed by the individual to whom the PHI relates. 

3.10 Business Associate shall provide to Covered Entity or an Individual, in time and manner designated by Covered Entity, information maintained in accordance with Section 3.9 of this Agreement, to permit Covered Entity to respond to a request by an Individual for an accounting of disclosures PHI in accordance with 45 C.F.R. § 164.528. 

4. PERMITTED USES AND DISCLOSURES OF P H I  

4.1 Upon execution of this Agreement and subject to its terms, from time to time, Covered Entity may disclose PHI to Business Associate and allow Business Associate to create or receive PHI on behalf of Covered Entity. 

4.2 Subject to the terms of this Agreement, Business Associate may use or disclose PHI to perform the functions or activities described in Section 2 above, including, if appropriate, (a) the combining of PHI to permit data analyses that relate to the health care operations of the Covered Entity; and (b) the de-identification of PHI provided that the de-identification conforms to the requirements of the Privacy Regulations, 45 C.F.R. § 164.514(a), (b) and (c). Properly de- identified health information is not subject to the use, disclosure and protection provisions of this 

Agreement. 

4.3 Except as otherwise limited in this Agreement, Business Associate may use PHI received from or created on behalf of Covered Entity to carry out the responsibilities imposed upon Business Associate under its written contracts with Covered Entity or as Required By Law. Business Associate may disclose PHI in connection with the proper management and administration of Business Associate if (a) the disclosure is Required By Law, or (b) Business Associate receives adequate assurances from the person to whom the information is disclosed that the information will be held confidentially, used or further disclosed only as Required By Law or for the purposes for which the disclosure was made, and the person notifies Business Associate of any instance of which it is aware in which the confidentiality of the information has been breached. 

4.4 Any use or disclosure of PHI which is not specifically permitted in this Agreement is prohibited. 

5. OBLIGATIONS OF COVERED ENTITY 

5.1 Covered Entity shall provide Business Associate with its privacy notices, any relevant privacy policies or other information, and any restrictions on the use or disclosure of PHI voluntarily agreed to by Covered Entity which may impact the permissible uses or disclosures of PHI by Business Associate. Throughout the term of this Agreement, Covered Entity shall notify Business Associate of any changes or additions to such notices, policies, etc.
6. SECURITY OF ELECTRONIC DATA 

6.1 PHI is, or may be transmitted to, or maintained by Business Associate in electronic format, Business Associate shall ensure that its electronic systems are sufficient to maintain the integrity and confidentiality of the PHI. Prior to transmitting PHI in electronic format to any other person or entity, Business Associate shall require such person or entity to provide assurances to Business Associate that its systems are sufficient to maintain the integrity and confidentiality of the PHI. Business Associate shall provide reasonable access to and/or permit inspection of its systems to allow Covered Entity to determine Business Associate's compliance with this provision. 

7. TERM AND TERMINATION 

7.1 The term of this Agreement shall commence on the Effective Date and shall continue until terminated as permitted herein. 

7.2 Covered Entity may terminate this Agreement thirty (30) days following written notice to Business Associate of a material breach of this Agreement by Business Associate if  Business Associate has failed to substantially cure the breach or begin substantial curative actions prior to the end of the thirty (30) notice period provided, however, that Covered Entity may immediately terminate this Agreement if Business Associate has breached a material term 

of this Agreement and cure is not possible or cannot reasonable be awaited due to legal obligations of the Covered Entity. 

7.3 Business Associate may terminate this Agreement thirty (30) days following written notice to Covered Entity of a material breach of this Agreement by Covered Entity if  Covered Entity has failed to substantially cure the breach or begin substantial curative actions prior to the end of the thirty (30) notice period. 

7.4 Business Associate may terminate this Agreement upon thirty (30) days prior written notice to Covered Entity if the performance obligations of Business Associate under this Agreement substantially change due to a change in the Privacy Regulations or interpretation thereof. 
7.5 This Agreement shall terminate upon any such date as Covered Entity and Business Associate may agree in a writing signed by both parties. 

7.6 Upon termination of this Agreement for any reason, Business Associate shall return to Covered Entity, or destroy, all PHI received, created or maintained in any form by Business Associate on behalf of Covered Entity. Business Associate shall retain no copies of such information. This section shall also apply to PHI that is in possession of subcontractors or agents of Business Associates. 

7.7 In the event that Business Associate determines that return or destruction of PHI is not feasible, Business Associate shall provide to Covered Entity notification of the conditions that make return or destruction infeasible. Upon mutual agreement of the Parties that return or destruction of PHI is infeasible, Business Associate shall extend the protections of this Agreement to such PHI and limit further uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for so long as Business Associate maintains such PHI. 

7.8 Business Associate shall cooperate with Covered Entity to the extent reasonably necessary for Covered Entity to determine that all PHI has been properly returned, destroyed or protected upon termination of this Agreement. Such cooperation shall include reviewing electronic and computer systems for data and deleting electronic access paths and codes which allow Business Associate to receive or transmit PHI in electronic formats. Covered Entity shall 

be responsible for taking such steps as necessary to halt any disclosures of additional PHI to Business Associate following termination, including but not limited to, deleting electronic access paths and codes from its systems. 

8. MISCELLANEOUS 

8.1 Scope of Agreement: This Agreement relates only to the use, disclosure and protection of PHI if it is disclosed to, created or received by Business Associate in connection with any relation between Business Associate and Covered Entity. This Agreement is the sole understanding between the parties relating such matters, and supercedes all prior agreements and  understandings, whether oral or written. Nothing herein shall require Covered Entity to disclose any PHI to Business Associate or to utilize any service of Business Associate. Nothing herein requires Business Associate to accept any PHI or to provide any particular services. 

8.2 Assignment: No assignment of this Agreement or of the rights and obligations hereunder by any party shall be valid, without the prior written consent of the other party. The provisions of this Agreement shall be binding upon and shall inure to the benefit of the parties hereto and each of their respective successors, heirs and permitted assigns, if any. 

8.3 Severability: In the event that anyone or more of the provisions of this Agreement shall for any reason be held to be invalid, illegal, or unenforceable, the remaining provisions of this Agreement shall not be affected thereby. 

8.4 Waiver and Breach: The waiver by either party of a breach or violation of any provision of this Agreement shall not operate as, or be construed to be, a waiver of any subsequent breach of the same or other provisions hereof. 

8.5 Notice: Any notice required or permitted to be given under this Agreement shall be in writing and may be either personally delivered, sent by registered or certified mail in the U.S. Postal Service, Return Receipt Requested, postage prepaid, or reputable overnight courier, delivery prepaid and signature required, addressed to each party at the addresses which follow or to such other addresses as the parties may hereinafter designate in writing: 

Covered Entity:
___________________________________________________________





___________________________________________________________ 





___________________________________________________________

Business Associate:   CBK Services, Inc. 

 



322 2nd Avenue West, Suite C 

 



P.O. Box 940 

 



Kalispell, MT 59903 

Any such notice shall be deemed to have been given, if mailed as provided herein, as of 48 hours after mailing. 

8.6 Headings: The subtitles and headings contained in this Agreement are for reference purposes only and shall not affect in any way the meaning or interpretation of this Agreement. 

8.7 Regulatory Reference: A reference in this Agreement to a section in the Privacy Regulations means the section in effect (as it may be amended), at the time this Agreement is interpreted and for which compliance is required. 

8.8 Amendments: This Agreement may only be amended or modified by written agreement executed by all parties. The Parties agree to take such action as is necessary to amend this Agreement from time to time as is necessary for Covered Entity to comply with the requirements of the Privacy Regulations and HIPAA. 

8.9 Governing Law/Construction: This Agreement shall be governed by applicable federal law and the laws of the State of Montana, without regard to conflict of laws principles. 

8.10 Survival: The respective rights and obligations of Business Associate under Section 7 of this Agreement regarding the return, destruction or protection of PHI after termination shall survive the termination of this Agreement. 

8.11 Interpretation: Any ambiguity in this Agreement shall be resolved in favor of a meaning that permits Covered Entity to comply with the Privacy Regulations. 

8.12 Further Acts: The parties agree that the intent of this Agreement is to comply with the business associate provisions of the Privacy Regulations. Each of the parties shall execute and deliver all documents, papers and instruments reasonably necessary or convenient to carry out the terms of this Agreement. The parties shall, upon request at any time after the date of this Agreement, execute, deliver and/or furnish all such documents and instruments, and do or cause to be done all such acts and things as may be reasonable to effectuate the purpose and intent of this Agreement as set forth herein. 

IN WITNESS WHEREOF, the parties have executed this Agreement as of the Effective Date. 

Covered Entity: 




Business Associate: 

_____________________________________
CBK Services, Inc. 

Signature:_____________________________
Signature:________________________________ 

Printed Name: _________________________
Printed Name: __Darrell Micklewright_________

Title: ________________________________
Title: __________President_________________

Date: ________________________________
Date: ___________________________________

CBK Client number ________________________

CBK 2010 HIPAA.DOC
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